Global Reconnaissance Solutions, LLC Consultation and Course Descriptions

Consultation. Global Reconnaissance Solutions, LLC offers a full range of on-site consultation
services. It is our philosophy to work with your organization’s decision makers to develop and
foster a partnership to improve its ability to consider all aspects of overseas travel. Moreover,
we want to help maximize the likelihood that your personnel will remain safe and effective
while abroad. Consultation includes, but is not limited to, review and analysis of current
organizational training for overseas movement, your organization’s standard operating
procedures, safety measures, voice & data methods, planning/reporting procedures, and finally
current tactics, techniques and procedures employed by your organization as it pertains to
emergency drills.

Duration: as required

Corporate Forward Element Training. The focus of this training is to help prepare small
elements of the organization to set up and operate semi-permanently outside of the United
States (usually targeting employees that will be gone for 30 or more consecutive days out to six
months). Consideration is placed on operational issues, logistics support, communications,
transportation & movement, medical considerations, corporate security, and anti-terrorism.
Additionally, this training covers statements of work to facilitate the setup of a forward office
abroad. Course instruction includes but is not limited to establishing the following contracts:
hotel/apartment building to be used as an office, trash removal, office supplies, office furniture,
car rental agreements, and more. This course is offered over an eight hour day with a break
each hour plus one hour for lunch.

Duration: one day (approximately 8 hours)

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework: None

Location: At your location

Execution Instructions. This class provides students with instructions on how to plan an
overseas movement. It uses a five paragraph format: situation (background information on the
country to which you will travel), mission (answering who, what, where, when and why),
execution (with sub-tasks), administration & logistics, and finally, command & control.

Students are provided with a sample report and conduct an in-class exercise developing a
skeleton for organization-unique execution instructions. Global Reconnaissance Solutions can
provide its template or adapt training to reflect one used by your organization.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. A take-home assignment can be issued and the reports reviewed by Global
Reconnaissance Solutions

Location: At your location
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Situation Report. This class provides students with instructions on how to report on the status
of their overseas progress. Either transmitted daily or by exception, the report attempts to
encapsulate the key accomplishments of what transpired since the last report. It also looks to
the future informing the home office of goals, priorities and objectives for the next reporting
period. Global Reconnaissance Solutions can provide its template or adapt training to reflect
the one used by your organization.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. A take-home assignment can be issued and the reports reviewed by Global
Reconnaissance Solutions

Location: At your location

Trip Report. This class provides students with instructions on how to capture lessons that were
learned while abroad to be used by the organization for future overseas operations. Moreover,
it looks to capture what went well and what could be done better to improve future overseas
ventures. The intent is for the organization to build a repository or database capturing
comments from returning employees. Global Reconnaissance Solutions can provide its
template or adapt training to reflect one used by your organization.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. A take-home assignment can be issued and the reports reviewed by Global
Reconnaissance Solutions

Location: At your location

“How To” for General Overseas Planning. This class provides students with the overall basic
considerations for planning a work visit abroad. Emphasis is placed on airline reservations &
seating considerations, ground movement (car rentals, maps, GPS, route planning, etc), hotel
considerations (hotel, room and floor selection), documentation (travel visas, passports, etc),
and more.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Land Mine Awareness. This class provides students with a cursory overview of landmines, their
placement and telltale signs that mines might be present. Students also receive instruction on
explosive hazard indicators and information on what to do if one suspects a land mine or
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unexploded ordinance. Finally students receive a pictorial presentation of commonly used
mines in today’s contemporary operating environment.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Basics of Survival/Survival & Emergency Kit Consideration. This class provides students with a
basic overview of what it takes to survive. Capitalizing on the unclassified US Defense
Department survival tactics, techniques and procedures, students are provided basic
information on survival. Classes are also provided on survival kit considerations and
construction using six survival tenets (water, food gathering, shelter, navigation, fire and
signal). Students are also advised on basic emergency kit construction grounded in the
Department of Homeland Security’s recommendations.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Passive Surveillance Techniques. Students are provided with basic instruction on how to
determine if they are being followed either on foot or in a vehicle (using stakeout, pickup,
follow and box phases of surveillance). Unlike active surveillance which looks to elicit a
response from the tailing party, this class focuses solely on determining if a person or group is
following you and to leverage host nation authorities and resources to put an end to it.
Instruction is also provided on procedures to help minimize the likelihood of one becoming a
target of surveillance from the start.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Principles of Listening Devices, Bugging and Principles of Technical Surveillance Counter
Measure (TSCM) Sweeps. This class provides instruction to students on the principles of
installing surveillance devices in static locations (hotel rooms and offices). Though not intended
to make the student an expert in conducting counter listening devices activities (today’s devices
are extremely small and easy to conceal), the class will provide instruction on obvious signs that



Global Reconnaissance Solutions, LLC Consultation and Course Descriptions

someone has tampered with one’s room or office. Basic battery operated and telephone
installed devices are shown to the students.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Country / Threat Assessments. Students are provided with instruction on open sources of
information for assessing the common threats existing in the country in which they will work.
Understanding your operating environment is paramount for success. Emphasis is on collecting
information well prior to travel to consider mitigating tactics, techniques and procedures to
help reduce the likelihood that the student will become a victim of terrorism, kidnapping
and/or crime.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Gray Man & Street Smart Procedures. Students are provided with information on blending in
and how to maintain a “presence” to help reduce the likelihood that they will stand out, and by
extension, become victims of negative circumstances while abroad. Essentially, Global
Reconnaissance Solutions provides basic information on helping individuals look like they
belong in different cultural settings. Focus also includes dress and techniques to help
individuals not look “American” and easy targets respectively.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Basic Photography. Students are provided with basic photographic techniques and advised on
digital camera types based on the experience level of the student (with regards to
photography). Understanding that a picture provides greater insight into an environment than
just a written report, this class seeks to help students get the most from their digital cameras.
Though offered at the basic level, the instruction looks to provide a grounding in the basics
(camera angles, rule of 3rds, and lighting) so that the pictures taken while abroad can be used
and interpreted upon the student’s arrival in the United States. Basics on common digital
camera operating instructions are also covered.
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Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Basic Videography (Route). Students are provided with basic instruction on the use of basic
digital video cameras. Intended to capitalize on the basic photography course, this block of
instruction helps the students use videography as a way to garner information on routes to
allow for the organization to better assess the country’s road infrastructure and driving
conditions.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Anti-Terrorism Force Protection Route Planning. Students are provided with the basics on how
to select viable routes (and alternate routes) in different environments. Course instruction also
emphasizes route variation to facilitate the avoidance of target pattern analysis by nefarious
individuals and groups. Emphasis is placed on knowing likely spots for the emplacement of
ambushes and Improvised Explosive Devices.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Corporate Counter Espionage. Students are provided instruction in how to safeguard
organizational material while abroad. Organizations not only have an open desire to keep their
employees safe while overseas, but also want information about their organization kept under
the control of their employees. Though no system is fool-proof, there are measures that can be
employed to reduce the likelihood of proprietary information and other sensitive material
falling into the wrong hands. Course content includes tactics, techniques and procedures used
by intelligence collectors to steal information and techniques to minimize the success of their
efforts.

Duration: One hour
Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion
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Homework. None
Location: At your location

Wireless Battery Operated Motion Sensors / Alarms (Safe House Configuration). Students are
provided with instruction on how to use and install basic commercial-off-the-shelf alarm
technology to be used in moderate risk environments. Alarm systems can serve as both an
early warning system and as a procedure to help ward off unwelcome people. The intent is to
teach student how to use complementary technology to augment existing physical security
measures found in hotels and forward office locations.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Basics First Aid Considerations / Basic Medical Planning. Students are provided instruction on
the importance of having a first aid kit and in having an executable first aid plan. Though not
intended to be a panacea for all things medical, course content gravitates around the most
basic considerations to at least encourage those travelling abroad to consider the importance
of medical considerations. The basics include recommended first aid kit contents, the
importance of having enough prescription medication on hand for the trip’s duration and
understanding the medical locations and capabilities of the foreign country in which one will
operate.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Voice: Mobile (Tri-Band) Phones, Satellite Phone, FM Communications. Students are
provided with a cursory overview of various voice systems, their strengths and limitations. The
principles of each of these modes of communications are covered in this module. Moreover,
the importance of redundancy is taught to help ensure continuity in communications. This
module should be taken in conjunction with the data course.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location
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Data: Free Encrypted Email, Manual Encryption, and Code Words/B-GAN Use. Students are
provided with a cursory overview of various data systems, their strengths and limitations. The
principles of each of these modes of communications are covered in this module. Students are
also required to log onto an Internet terminal and establish a free encrypted email account.
Basic cryptology is also covered as a way to safeguard information transmitted over non-secure
networks. Moreover, the importance of redundancy is covered to help ensure continuity in
communications. This module should be taken in conjunction with the voice course.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Introduction to Encryption (Cipher Wheel, Single Pad and Code Word Methods). Students are
provided with instruction on how to use code in order to manually encrypt words and data to
help protect information during voice and data transmission. ldeally this course should be
taken in conjunction and preceding both the voice and data classes. A practical exercise is
administered with this class to help reinforce the lesson.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

IED. Students are provided with instruction on the basics of Improvised Explosive Devices
(IEDs), their emplacement and ways they are triggered. IEDs are often a tactic of choice in
today’s world. They provide the enemy both stand-off (facilitating their egress) and high payoff
for relatively little cost. Emphasis is placed on telltale signs of emplacement and preferred
locations for detonation. This course is designed to enhance lessons learned in the Anti-
Terrorism Force Protection Route Planning course.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Ambush. Students are provided instruction on the tactics, techniques and procedures behind
the emplacement and initiation of ambushes. Emphasis is placed on likely ambush locations so
that students can avoid, where possible, such locations. This course is designed to enhance
lessons learned in the Anti-Terrorism Force Protection Route Planning course.
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Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Sniper. Students are provided instruction on the tactics, techniques and procedures behind the
emplacement and initiation of sniper fire. Emphasis is placed on likely ambush locations so that
students can avoid, where possible, such locations. This course is designed to enhance lessons
learned in the Anti-Terrorism Force Protection Route Planning course.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Indirect Fire. Students are provided instruction on the tactics, techniques and procedures
behind the use of indirect fire. Like the Improvised Explosive Devices, indirect fire is a great
stand off weapon providing the enemy with time and distance to move out of the area as he or
she attempts to escape. Though not a common technique used today, it complements the
repertoire of other courses (IED, ambush and sniper). This course is designed to enhance
lessons learned in the Anti-Terrorism Force Protection Route Planning course.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Emergency Destruction Methods. Students are provided with instruction on how to best
destroy documents and data should compromise appear imminent.

Duration: One hour

Testing: Global Reconnaissance Solutions, LLC can administer a multiple choice/fill-in-the-blank
open book test upon completion

Homework. None

Location: At your location

Boilerplate Program. This is a comprehensive training program which includes all individual
modules (excludes consultation and corporate forward element training) mentioned previously
in this document. The course is covered over four days (with breaks every hour and for lunch).
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Training focuses on the individual or groups up to ten people; see cost information below for
group discounts.

Duration: Four days (approximately 8 hours per day)

Testing: Global Reconnaissance Solutions, LLC can administer a comprehensive report-based
exam (take home evening of day 3) and multiple choice, fill-in-the-blank (in class) exam
Location. At your location



